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Ongoing research into laws related to violence prevention and
combating violence should be conducted to assess the laws’
effectiveness and whether they keep pace with the rapid ad-
vancement of technology and its associated crimes, or if they
have become outdated.

Women should play an active role in self-protection and partic-
ipation in decision-making centres within the region.

Defining the boundaries between technological security and
freedom of expression during the drafting of laws, as well as
through training courses and educational programs.

Organizing training courses for judges and investigators on digital
crimes and violence (nature, methods, impact, evidence, etc.).
Integrating digital citizenship into curricula, especially at the
primary level.

Establishing legal standards for the appropriate use of social
media platforms, private pages, and websites.

Technological violence must be incorporated into the Law on
Combating Family Violence, with severe penalties imposed for
such offenses.

Evaluating all related laws, unifying laws pertaining to violence,
and undertaking continuous review and amendment as neces-
sary, given the constant evolution of digital crimes and violence.
Addressing digital evidence and the methods for its handling
and utilization for proof.

Harmonizing national laws with international conventions and
agreements.
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Continuous awareness-raising among women and girls, espe-
cially students, regarding the problems of digital violence, how
to protect themselves, manage such situations, and pursue
relevant legal claims.

Strengthening relationships and cooperation between universi-
ties and governmental and non-governmental organizations to
support victims of digital violence.

Establishing a specialized committee composed of experts to
provide legal and psychological support and solutions.

Coordination and communication with scientific departments
across all colleges to refer cases requiring assistance to the spe-
cialized committee, utilizing dedicated mobile numbers and
emails accessible to all students.

Promoting the principle of “Do No Harm” among all university
members, coupled with fostering awareness and a culture of
respect and understanding one’s boundaries.

Encouraging the family’s role in providing information and moral
support to individual family members.

Enhancing governmental and security agencies’ control over
internet usage to prevent it from becoming an environment for
crime and violence.

Integrating seminars, workshops, awareness campaigns, and spe-
cialized psychological lessons that teach life skills and strategies
for dealing with technology into all educational stages—schools,
institutes, and universities.

Supporting students in technological fields to advance efforts
in preventing digital violence.

Continuously conducting surveys and feedback systems to eval-
uate the effectiveness of initiatives aimed at protecting against
digital violence and formulating new strategies based on these
assessments.




Recommendations:

Should we discuss solutions, the following points emerge:

Official institutions should serve exclusively as mechanisms for
following up and resolving issues and crimes of violence against
women and girls, particularly those related to technology. This
is to ensure their rights are upheld, the rule of law prevails, and
that women and girls do not become double victims: first of
certain social customs and traditions, and then of these crimes.

Dissemination of legal literacy concerning the government’s and
judiciary’s handling of perpetrators, with particular emphasis
on binding commitments and deterrent penalties stipulated in
the law. These include Iraqgi Penal Code No. (111) of 1969, and
the Law on Preventing Misuse of Communication Devices in the
Kurdistan Region of Iraq No. (6) Of 2008, as well as the Law on
Combating Family Violence No. (8) Of 2011, and any other law
related to violence, digital violence, or violence against women
and girls.
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and overcoming the situation,
thereby stemming its escalation,
and ultimately diminishing and
eradicating numerous detrimental
and erroneous societal phenomena.

In this regard, Law No. (8) Of 2011 on
Combating Family Violence, while pioneering,
specifically addresses traditional family violence, failing

to encompass digital violence. It is critical that this law be expanded to
include this distinct form of crime and violence, through comprehensive
definition, the delineation of boundaries between this violence and
freedom of expression, and the imposition of stringent penalties.
Furthermore, specific legal protections are required for vulnerable
groups, including children, the elderly, and women, who are particularly
susceptible to digital violence.

Moreover, technological violence must be explicitly integrated into the
Law on Combating Family Violence, with commensurate severe penalties.
A thorough evaluation of all related legislation and the harmonization
of laws pertaining to violence are imperative, alongside continuous
review and amendment, given the constant evolution of digital crimes
and violence. The treatment of digital evidence, including methods
of handling and proving cases through such evidence, should also be
codified as fundamental legal provisions within judicial procedures.

Furthermore, it is crucial that courts, the Ministry of Interior, the
Directorate for Combating Violence, security agencies, and all other
pertinent institutions augment their roles. They must employ their
specialized legal frameworks to address these matters, recognizing
the inherent criminal dimension, the violation of rights, the aspect of
defamation, and the sensitivity of gender-related issues. Consequently,
laws and official bodies must exert greater ownership over these
matters, encompassing prevention, intervention, and resolution,
to ensure fundamental solutions that pre-empt the proliferation of
further crimes.
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menacing acquaintances once information is acquired, often repeatedly.
Here, the family, and indeed the tribe, must assert their influence by
guiding and restraining their members, intervening whenever social
cohesion is threatened, and imposing social sanctions. It is frequently
observed that conflicts are resolved through informal channels before
they escalate publicly and become unmanageable. The adoption of
family internet usage by each household is a commendable practice,
ensuring that websites and personal accounts remain under familial
supervision.

Ultimately, the propagation of gender equality and the elimination of
discrimination, both by families and the government, are paramount.
This aligns closely with various projects, national plans, the Kurdistan
Region’s strategic framework, and the implementation of United Nations
Resolution 1325 (Women, Peace and Security), which safeguards
women and girls, empowering them to actively participate in self-
protection and in critical decision-making processes.

It is evident, therefore, that official and social institutions possess a
robust capacity to effectively address and prevent digital violence.
Should such violence transpire, their role extends to remedial action




and perpetrators. The proliferation of images, videos, audio recordings,
and messages, or any analogous conduct, must be prevented.

Neglect: This precipitates feelings of depression and isolation, stemming
from familial disregard, a deficit of attention, and the withholding
of affection and trust. Furthermore, severe familial reactions to
threats, particularly towards women, involving disparagement, harm,
subjugation, and the denial of their autonomy in decision-making
and expression, are deeply damaging. In this vein, families are urged
to cultivate greater attentiveness towards their members, with each
individual fulfilling their respective duties towards all, thereby fostering
stronger bonds and averting vulnerability to insincere and superficial
emotional entanglements that may lead to manipulation and ultimately,
to becoming victims of digital violence. Concurrently, educational
institutions, from early childhood to university, must actively engage
in raising awareness and nurturing victims. Civil society organizations,
encompassing syndicates, pressure groups, interest groups, and non-
governmental organizations, likewise play an extraordinarily significant
role in public enlightenment.

Live Streaming on Platforms: The pursuit of financial gain or individual
notoriety has regrettably eroded the significance of dignity within
society. Individuals readily engage in belittling or shaming others, or
divulging private conversations, even those of an intimate nature,
alongside issuing threats. Similarly, comments can serve as a primary
conduit for youth interaction, thereby facilitating undesirable and




Chapter Six:

Addressing Digital Violence by Legal and Social
Institutions

Lecturer. Sadiq Sadiq Hamid
Department of Peace and Human Rights Studies — University of Duhok

The social environment within Duhok Governorate mirrors that of the
wider Kurdistan Region, forming an integral part thereof, notwithstanding
minor regional variations across Kurdistan. In this context, various
forms of violence manifest and are duly addressed. These include:

Threats: These are executed through images and videos, often involving
the menace of dissemination and malicious utilization via artificial
intelligence, whether through televised broadcasts or private platforms.
Such vulnerabilities frequently arise from an uncritical trust placed
in individuals, friends, or even relatives. It is imperative, therefore,
that family members and relevant official bodies, particularly security
agencies—the police, Asayish, and the Directorate for Combating
Violence—assume a pivotal role in this domain, especially concerning
digital violence. Actions must be explicitly defined and their spread
curtailed, with situations resolved through the apprehension of suspects




government. These stakeholders
must collectively devise and
implement effective plans and
strategies as a comprehensive
national policy to reduce the
negative impacts of technology,
thereby strengthening the social
fabric and reinforcing societal
cohesion.

Moreover, the shared dimension
between society and law is instrumental in the continuous eradication
and resolution of all crimes, including digital crime or violence. This
dimension refers to «public morals,» for which laws often do not
explicitly define boundaries, but rather rely on social standards. These
standards vary from one society to another, and even within the same
society, they can change over time, across different locations, or even
from one individual to another. For instance, the behaviour of a man
towards another man might differ from his behaviour towards a woman,
whether in terms of words or actions, in a private or public setting,
or on traditional platforms versus social media platforms. The latter,
being more visible, tends to have a greater impact. Additionally, a word
or action might occur and pass in one context, but if disseminated
on social media platforms, it will persist, spread, remain visible, and
be repeatedly encountered. Consequently, its impact is far greater.
Therefore, from both social and legal perspectives, the individual
who is subjected to violence experiences significant repercussions.
If not handled appropriately, this can lead to severe psychological,
social, and legal issues.
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4. Proactive Engagement of Individuals, Families, and Non-Official
Social Institutions: These entities should consistently offer
suggestions to specialized companies in digital and internet fields,
as well as to social media platforms and networks, to develop
solutions or at least mitigate digital violence.

5. Escalation of Issues beyond Society to the Courts: While
maintaining confidentiality, cases should be brought to court to
ensure perpetrators are punished, preventing them from repeating
their crimes and deterring others from similar actions.

Digital violence stands as one of the most prominent challenges
confronting developed societies due to the proliferation of technology,
social networks, and social media platforms. It exerts a negative impact
on individuals and communities, destabilizes social order, severs
social ties, produces vulnerable individuals, and can fuel animosity
and hatred.

To address this phenomenon, solutions necessitate raising awareness
among families and individuals, and promoting a correct and virtuous
culture of technology use. Furthermore, there is a need for legal
literacy, emphasizing the punitive measures for perpetrators,
alongside strengthening governmental efforts
through non-official institutions to address and
resolve these types of issues and problems,
thereby fostering a safe, crime-free, and
violence-free digital environment. Mitigating
violence, particularly digital violence,
requires concerted
efforts at all levels,
spanning individuals,
families,  non-official
institutions, civil society,
educational institutions,
religious organizations,
security forces, and the
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isolation, withdrawal, and a disregard for

a nation»s sacred values and symbols. It
also precipitates numerous other social
problems, even inciting revenge or adverse
reactions that frequently drive individuals
towards criminal acts or, at the very least,
compel them to emigrate and abandon
their homeland.

From a societal viewpoint, the intangible and rapidly spreading
nature of digital violence presents a formidable challenge. Individuals,
particularly vulnerable groups such as children, adolescents, and
women, are subjected to harm without effective means of self-
protection. The psychological and social consequences of digital
violence are extensive, leaving deep scars. In this way, it can lead to
social wounds and problems, such as loss of self-confidence and trust
in others, as well as depression, subsequent isolation, withdrawal,
and loneliness. In some instances, it escalates to the point of suicide.
This necessitates that this phenomenon be addressed as an urgent
social issue requiring immediate action and solutions. Otherwise, it
risks disrupting the social fabric and unravelling societal cohesion
due to the profound social problems it engenders.

If we examine the social approaches adopted to combat digital violence,
the following points become evident:

1. The Role of the Family in Preventing Digital Violence: The crucial
role of the family in educating children and adolescents about
the dangers of the internet. Families should also implement
mechanisms for monitoring internet usage.

2. The Role of Education and Media in Combating Digital Violence:
This involves not disclosing the identity of the victim of violence
or their secrets, but rather highlighting the incident to prevent
recurrence and imitation. The aim is to raise public awareness
about healthy and harmless technology use.

3. Partnership between Social and Technological Institutions.
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Chapter Five:

Addressing Digital Violence Issues from a Social
Perspective

Lecturer. Dr. Ali Abdullah Aswad
Department of Peace and Human Rights Studies — University of Duhok

With the immense advancement of technology and the growing
reliance on the internet in daily life, societies confront new and complex
phenomena known as «digital violence.» This refers to any behaviour
or misuse perpetrated through electronic devices and the internet,
such as assault, threats, theft or unauthorized access to information,
and privacy breaches. This phenomenon affects individuals not only
at a personal level but also extends its impact throughout society,
as threats impair human relationships and foster resentment within
communities. The disruption of human relationships, coupled with
broken connections among people, can lead to distrust, negative conflicts,
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and receiver can read messages. This prevents third parties,
such as hackers or government agencies, from accessing private
conversations. Popular messaging platforms like WhatsApp, Signal,
and Telegram offer end-to-end encryption as a core feature. Utilizing
such applications is an effective method for protecting sensitive
communications from surveillance or any other undesirable
activities.

Reporting Violent Content (Not Interested Option): If a user
encounters videos or content depicting violence, many platforms
offer a «Not interested» option. By selecting this option, users
not only distance themselves from harmful content but also assist
the platform in identifying and removing violent or inappropriate
media. This is particularly beneficial for filtering disturbing and
degrading content, and for reducing instances of online violence.
Strategies also include blocking, reporting, and utilizing encrypted
applications and strong passwords.




Another primary strategy
involves the active deletion of
harmful content. When users
encounter harsh language,
aggressive comments, or any
other form of malicious content,
it is crucial to delete it immediately. This can be achieved by
removing comments on social media posts or by reporting and
deleting offensive content.

Managing Comment Sections on Posts: This aims to limit exposure
to negative interactions.

Utilizing Strong Passwords: To protect against hacking or
unauthorized access by malicious individuals, strong passwords
are essential. Weak passwords provide an easy entry point for
digital perpetrators. Passwords should be a combination of letters,
numbers, and symbols, and should avoid obvious names or phrases.

Using End-to-End Encryption Applications: Applications that
provide end-to-end encryption assure users that only the sender
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prevent
the malicious
individual from
contacting the victim.
Reporting alerts platform
administrators, prompting
them to review the perpetratons
account and implement measures to
suspend their website, page, or personal
account.

Contacting Application Support Centres: Every application, platform,
and social media network generally features a support centre or
an internal support system. These provide users with methods
for reporting misuse and obtaining assistance.

Protecting Personal Information: Safeguarding privacy is paramount
for self-protection against digital violence. Managing personal
information such as email addresses, phone numbers, and other
sensitive details allows users to prevent unwanted contact. Many
social media platforms enable users to restrict personal information,
limit visibility to a selected group, or completely hide sensitive
data. Implementing robust privacy settings is one of the easiest
ways to minimize the risk of exposure to digital violence.

Deleting Harmful Content (Abusive and Aggressive Language):




Chapter Four:

Addressing Digital Violence Issues from a Tech-
nological Perspective

Lecturer. Dileen Sardar zuhdi Al-Noori & Wardin Ababakir Salih
Gender Equality Studies Centre — University of Duhok

Digital violence refers to the malicious misuse of communication
devices and the internet, primarily employed for intimidation, revenge,
degradation, and deception, particularly targeting women. This form
of violence exerts negative impacts on an individual>s emotions and
psychological well-being.

Key Strategies for Addressing Digital Violence:

1. Block and Report: Blocking and reporting are among the most effective
and straightforward methods when experiencing violence, as they
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their weaknesses.

The recurrence of digital violence has severe repercussions on the
mental health of the individual. It can foster feelings of helplessness
and vulnerability, leading them to believe they are unprotected and
that no one—neither family, society, security forces, government,
nor law—can defend them. The individual may feel incapable of
escaping the predicament, leading to psychological pressure and
a notable withdrawal from society as a means of evading threats.
Furthermore, complete distrust in others may develop, with the
conviction that everyone else intends to harm them. This situation is
highly precarious and can, in many instances, drive the individual to
criminal acts, transforming them from a victim whose problem should
be resolved into a perpetrator who creates problems for themselves,
society, and, most immediately, their family.

In conclusion, the aforementioned points highlight how digital violence
encourages individuals towards the dangerous contemplation of suicide
or self-harm. This is due to a profound sense of despair regarding their
own capabilities and the support systems of society, government,
and, pre-eminently, their family.

Thus, digital violence manifests significant psychological impacts
including: anxiety, depression, low self-perception, social isolation, and
suicidal or self-harm ideation. These can consequently lead to physical
illnesses. There are also social consequences, such as a persistent
desire for revenge, or the individual becoming a source of violence
in all its forms, especially digital violence. Alternatively, they may
attempt any action, even illicit ones, to assert their identity among
relatives, friends, or within society.
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symptoms. If left untreated,
these conditions can lead to
numerous other pathologies,
such as psychological
complexes and both mental
and physical ailments.

Consequently, beyond T
compromising mental and physical
health, many detrimental pathways
open, such as self-depreciation, over-reliance on others, suicidal ideation,
thoughts of self-harm, engaging in theft to procure necessary funds
frequently demanded by perpetrators, preoccupation with negative
thoughts, and a diminished sense of self-love or affection for family,
close friends, and acquaintances. The role of the violence victim often
shifts between being a casualty and a perpetrator. Occasionally, the
victim themselves becomes an aggressor, perpetrating violence out
of compulsion or as a perceived solution (which they interpret as a
remedy), such as instigating suicide, becoming a thief, or an agent of
disruption. All such actions are classified as crimes under Iraqi Penal
Law No. 111 of 1969 (as amended).

Regarding self-esteem and self-identity, this type of violence also
profoundly affects individuals, particularly through disrespect,
psychological torment, and devaluation. This can lead to a lack of
self-respect, diminished self-confidence, self-inflicted harm, and an
acceptance of any adverse situation.

Moreover, individuals may
develop shyness in public
4 discourse, coupled with
| a paradoxical loss of
inhibition towards
inappropriate actions.
They may struggle to work
on themselves; even if such
an attempt is made, they
may be unable to identify
their strengths or address
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Chapter Three:

Psychological Risks of Digital Violence

Lecturer. Rahma Tahseen Naif & Lecturer. Ilham Salih Mohammed
Department of Peace and Human Rights Studies — University of Duhok

The renowned psychologist Sigmund Freud posited: «Violence is an
expression of hidden feelings that manifest as a person»s reaction
when they are troubled or distressed internally.» This form of violence
inflicts profound psychological impacts on individuals, particularly
during adolescence.

The subject is inherently complex, encompassing psychological
disorders, their symptomatic manifestations and effects, and the
broader psychological risks associated with digital violence, which
will be concisely explored.

Initially, it is crucial to address the most prominent psychological
disorders that arise from digital violence. These include fear and
anxiety, where the victim or affected individual experiences continuous
unease, directly impacting their daily life and relationships.

Furthermore, depression often manifests, especially if the individual
has been subjected to ridicule. This is accompanied by unexplained
fatigue, emotional burden, and shortness of temper. Sleep disturbances
are also common, either characterized by insomnia or, conversely,
excessive sleep attempts to escape reality or avoid exhibiting other




itself is a problem and sometimes used for blackmail.

It becomes evident here that social networks and technology create an
environment where many forms of violence arise against individuals,
particularly women and girls, who are often delicate, sensitive, quick
to trust, and rapidly impacted.

Therefore, it is crucial and imperative that the legislator addresses
this dangerous phenomenon with sensitivity and vigilance, enacting
effective laws that are periodically updated. Given the rapid evolution
of the technological world, laws must adapt accordingly and keep
pace with changing circumstances. Existing laws, such as Law No.
(6) Of 2008 concerning the prohibition of misuse of communication
devices in the region and Law No. (8) Of 2011 on the prevention of
domestic violence, must be continuously reviewed and adjusted.
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supervision or guidance, thus perpetuating the same negative
experiences.

Comments: Often, comments on posts or during live streams
can deeply affect individuals, leading some to attempt suicide or
self-harm due to the severe impact of shame, defamation, and
the revelation of personal secrets.

A New and Widespread Phenomenon (Nvishti/Spells): This
involves the creation of «spells» or «charms» through social
media, aimed at either uniting or separating individuals for a
sum of money. This also has its own impacts and leaves behind
numerous consequences, such as fear, anxiety, distrust, and lack
of self-confidence.

Hypocrisy: Often, an individual may present a positive persona
on social media, but their true self may be entirely different. This
itself constitutes a form of violence, alongside the

erosion of trust and many other impacts.

Envy/Resentment: Sometimes, individuals
harbour resentment towards others and
will attempt to threaten them through
creating fake accounts, establishing
false profiles, or misusing images.

Another Factor: Often, girls are
neglected by their families, leading
them to form connections and trust
with others via social networks, only to
be exploited and fall into traps. Similarly,
individuals in existing relationships or
forming families may face threats.

Another Widespread Issue is Online Marketplaces:

For example, advertisements claiming to offer weight loss drugs.
When a girl inquires, sellers may demand photos of her physique.
Once these photos are sent, they may be disseminated, which




Sometimes, women and girls themselves create opportunities for
threats, for instance, by capturing inappropriate and indecent images
on their platforms. If these platforms are compromised—either hacked
or accessed by another person—these images can become a prime
tool for blackmail. In other cases, a woman or girl might share her
own image with a friend (male or female), and that friend might
download, disseminate, or forward it to others. This illustrates how
trust in friends can erode, leading to social problems and issues within
social networks themselves.

e Trust and Naivety: Similarly, when a girl or woman

grants access to her social media platform or

account to others, that person might misuse

it, steal, publish, or forward videos, images,
or messages.

Live Streams: Live streaming can also
be a contributing factor. Similarly, the
dissemination of contact numbers and

social media profiles in any context can
lead malicious individuals to pursue
those numbers and create problems.

e Separation and Family
Dissolution: The
majority of divorce
and separation
cases arise from
issues related to
social networks
and their misuse.
This forms a large
cycle, as parental
separation affects
their children, who
may be left without
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traditional roles and norms. This atypical situation often gives rise
to collective violence. Women, in turn, must navigate these risks
by understanding the complex interplay between their individual
desires and aspirations, societal roles and norms, and the necessities
and affordances of technology in this rapidly changing world. The
following outlines some of these risks: (Note: The original text contains
a parenthetical remark about grammatical and semantic issues here;
this translation aims to convey the intended meaning accurately).

1. Threats: These occur when the opposing gender threatens a
woman or girl. For example, numerous image manipulation
programs allow for the alteration and dissemination of images
in a malicious and inappropriate manner.

2. Fear: A primary reason preventing women and girls from asserting
their rights and speaking out is social fear—fear
of being met with disapproval, dismissal,
or severe punishment. Often, women
and girls themselves contribute to the
threats they receive because, in their
unfamiliarity with general technology
and specific social media platforms, they
make impulsive decisions that render
them vulnerable to digital violence. This
often creates problems for women and
girls, but due to fear or an unwillingness
to be exposed or shamed, they may succumb
to any demand without being able to voice their
concerns.

This also contributes to deception, alongside numerous
other causes of deception that arise from social networks.
This often occurs via social media platforms when a male
establishes trust with a woman or girl under the pretext of
marriage and forming a family.
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and psychological distress.

Recognizing the pervasive impact
of such violence, the Kurdistan
legislature has endeavoured to
provide solutions and contemporary
responses through specialized laws. For
instance, acknowledging the sensitive
social context of women and girls, the
Kurdish legislator has adopted principles such
as: ensuring confidentiality in legal proceedings,
protecting the privacy of complainants, and
waiving fees for such lawsuits. Moreover,
women and girls are empowered to
initiate, pursue, and monitor their
legal cases independently, even
without a male guardian, to
safeguard their protection and
social reputation. These legal
proceedings are expedited, processed
as swiftly as possible without undue
delay or postponement. These measures
are instituted due to the sensitive social
milieu, aiming to resolve issues through
judicial and legal channels, enable complainants
to assert their rights, and ensure perpetrators are punished according
to the law. From a societal perspective, the goal is to minimize further
stigmatization of the victim, especially if the victim is a girl or woman,
given the inherent sensitivity associated with the matter. Therefore,
a sensitive approach is required in handling such cases, extending
even to the legal system, courts, and security agencies.
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influence on the identity
and overall development

of

subsequently affecting

her

and productive capacities.
When considering remedial
strategies, the following points
emerge as critical:

the female student,

social, economic,

The establishment and proactive
activation of psychological

counselling centres within universities, staffed by specialists
in psychological therapy, social relations, peacebuilding, and
conflict resolution.

Fostering robust coordination between these centres and university
colleges to facilitate the referral
of cases requiring assistance.
Furthermore, making accessible
dedicated mobile numbers
and email addresses for
these centres to all
students is essential.

e Promoting the
principle of «Do

No Harm» among

all members of the
university community,
alongside disseminating
awareness and a culture
of respect, self-limitation,
and the eradication of
negative societal perceptions
regarding mental health issues
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Given the elevated incidence of
digital violence predominantly
affecting female university
students, as evidenced by
research, and considering
that the perpetrators
are typically male, this
Chapter will meticulously
examine the impacts of this
specific form of violence. It is
evident that girls engage with
social networks more frequently,
which itself constitutes a primary
factor contributing to their vulnerability
to violence. Furthermore, inadequate digital literacy and self-protection
practices, such as the use of weak passwords, acceptance of unsolicited
friend requests from unknown individuals, and the indiscriminate
sharing of personal images, all serve as conduits for facilitating such
violence.

Delving into the psychological risks of digital violence on girls, available
research consistently indicates that female students who endure
digital violence are more prone to experiencing depression and
anxiety. They frequently exhibit increased social isolation, reduced
interaction with peers, and a heightened sense of loneliness within
the collegiate environment.

This form of violence also detrimentally impacts their academic
performance, as persistent preoccupation with threats and harassment
diverts cognitive resources away from understanding academic material,
fulfilling assignments, preparing for examinations, and achieving
scholastic success. Moreover, the psychological impact of violence
poses a significant risk to the well-being of the victim, potentially
escalating to suicidal ideation or attempts in sensitive circumstances.

The psychological dimension will undeniably exert a profound
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Chapter One:

Digital Violence Based Gender, Impact, and
Solutions

Lecturer. Jihan Ahmed Abdullah
Department of Peace and Human Rights Studies — University of Duhok

Undoubtedly, gender-based violence is profoundly pervasive across
all societal strata. This stems from the inherent nature of any human
environment—be it familial, professional, or virtual—where the
utilization of the internet and social media inevitably generates
challenges, conflicts, and divergent interests. However, it is fundamentally
unacceptable and illegitimate when such disagreements escalate
to the level of violence, irrespective of its manifestation, whether
direct (e.g., physical assault, threats, derogatory language) or indirect
(e.g., cultural or structural violence). Consequently, a comprehensive
and robust approach is requisite to confront violence at every level.
Digital violence, in particular, may represent the most widespread
form among all its expressions. Below, we will articulate several key
points pertinent to this phenomenon:
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based violence, especially that directed towards the female gender.
This correlation stems from several factors, including: the sensitive
circumstances faced by women and girls in Kurdish society, and
society»s more critical perception of women and girls, particularly
within the framework of prevailing customs, traditions, and the overall
societal system, among other reasons. These actions are classified
under this law as family crimes, honour-related crimes, digital threats
and assaults, and violations of digital privacy, etc. Such incidents
pave the way for various other forms and trajectories of violence,
such as increased divorce rates, inducement to suicide, exclusion
from educational institutions, or women»>s employment outside the
home. These can also serve as a justification, occasionally utilized by
families themselves, for direct or indirect violence (structural violence)
against women and girls. However, this law itself has inadvertently
led to limitations on individual freedoms and freedom of expression.
Therefore, it is crucial to strike a balance between freedom of expression
and avoiding infringement upon the rights of others, which can result
in the perpetration of certain crimes, especially digital crimes (digital
violence) against women and girls. This is particularly challenging
because «misuse» is often difficult to define, as the criteria are not
consistently fixed. Hence, it is imperative to consider addressing the
root causes of gender-based violence rather than merely implementing
temporary technological or legal remedies.

Consequently, Kurdistanss legislature enacted Law No. (8) Of 2011,
aimed at preventing domestic violence, which specifically targets
the thematic dimensions of domestic violence. In our view, this law
complements the Law on the Misuse of Electronic Devices from
several perspectives. One of the innovations introduced by this law
is the requirement for evidence such as screenshots of messages and
posts, preserved messages, and audio, video, and image recordings,
for legal substantiation.
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dynamic characterized by pervasive violence, in the contemporary era,
where technology has permeated every sector of life, its influence is
profoundly potent in the lives of individuals and societies. Particularly,
communication devices and social media platforms such as Facebook,
Instagram, X (formerly Twitter), Telegram, WhatsApp, TikTok, and
Snapchat, among others, offer a highly conducive environment for
individuals harbouring illicit intentions to achieve their nefarious and
harmful objectives, all falling under the rubric of violence.

Conversely, a lack of expertise, disregard, inattention, oversight, or
unawareness—or, at times, sheer naivety or imprudence (if one may
use such terms)—can lead technology users to become victims of
violence. This often results in various psychological, social, economic,
legal, and political afflictions and challenges. Consequently, this specific
form of violence possesses distinct attributes, characteristics, and
pillars, warranting its own definition. It encompasses any form of harm,
damage, suffering, or ailment inflicted upon a user of a communication
device, the internet, or social networks by an individual or a group.

As indicated above and further substantiated by the content of this
book, digital violence has identifiable causes, corresponding self-
protection strategies, and established methods for intervention
once it occurs. These approaches span technical, psychological,
social, legal, and institutional dimensions, with many of these topics
forming the axes of this booklet. This type of violence can manifest
as direct violence, for instance, when women and girls are deprived
of numerous employment opportunities and other prospects. This
deprivation can subsequently evolve into cultural, psychological,
and structural violence, impeding their ability to fully participate in
society through leveraging social network technology. This form of
gender-based violence, facilitated by technology, is formally termed
«Technology Facilitated Gender-Based Violence» (TFGBV).

Legal-social analysis indicates a robust connection between Law No.
(6) Of 2008, concerning the prohibition of misuse of communication
devices in the region, and violence in general, particularly gender-
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or collective. That is, it can be perpetrated by a single person or
a group of individuals. Furthermore, two other distinctions exist:
unorganized violence, committed by an individual for personal motives,
and organized violence, perpetrated by a terrorist or criminal group,
or a political entity, for illicit purposes.

Moreover, violence can be spontaneous, arising merely as a reactive
act, or it can be organized, meticulously planned, and facilitated by
specific circumstances.

In terms of its manifestation, violence can be categorized into three
types: direct (overt) and indirect (covert). Direct violence includes
causing physical or emotional harm through words or actions, such
as murder, injury, intimidation, threats, defamation, and humiliation.
Indirect (covert) violence encompasses structural and cultural violence.
Cultural violence involves the suppression of the practices, customs,
or traditions of any human group, such as religion, nationality, or
language. Structural violence refers to the denial of access to institutions
or rights, leading to exclusion and marginalization, as illustrated by
the triangle below.

Galtung»s Triangle of Violence

Direct Violence

Overt/Direct Covert / Indirect

Cultural Violence Structural Violence

/A
\

In Johan Galtung>s conceptualization, direct violence frequently
instigates cultural violence, which, in turn, often contributes to structural
violence. This process can inculcate the belief that direct violence
against certain individuals or groups is legitimate and normative.
Furthermore, when individuals fail to adhere to the directives, rules,
and laws of oppressive systems, it can provoke direct violence against
them. Thus, all three vertices of the triangle are interconnected within a
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Violence:
Definition,
Classification,

Assistant Prof. Zeravan Amin Abdullah

a n d Re I ati O n S h i p Department of Peace and Human Rights

Studies — University of Duhok

with Technology

Violence is a pervasive psychological, social, political, internal, and
international phenomenon. It is multifarious, diverse in form, multi-
layered, and multidimensional, having existed since the dawn of
human presence. It constitutes a sensitive topic in human life, whether
concerning individuals, societies, or nations. It is defined as the use of
force or the threat and application of force against oneself, another
individual, or a specific entity—be it social or political—with the
intent to cause harm, influence actions, compel an act, or prevent
an action. It has also been defined as an irrational statement, act,
or deed undertaken by one party against another for the purpose
of inflicting harm, achieving a gain, or altering a personal or social,
political, legal, or economic situation without the consent of the
opposing party, and typically benefiting the perpetrator or a third
party. Alternatively, it might yield no benefit to any party, serving
solely to cause damage or hinder the achievement of objectives.

Violence is classified into several types, including manifest and physical
violence.

From the perspective of perpetrators, violence can be individual
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Project Significance:

This project holds significance in several key areas:

1. Awareness Enhancement for Technology Users: It aims to raise
awareness among users of technology, platforms, and tools associated
with social networks and social media.

2. Identification of Technological Risks and Promotion of Social
Awareness: The project delineates the inherent risks associated with
the use of technology, its tools, and platforms, alongside disseminating
awareness within the community.

3. Prophylactic Strategies against Digital Violence: It specifies methods
for self-protection against digital violence.

4. Guidance on Responsible Technological Engagement and Community
Awareness: The project demonstrates appropriate engagement
and interaction with technology, its tools, and platforms, while also
fostering community-wide awareness.

These objectives are addressed from technological, psychological, and
social perspectives, involving concerted efforts from individuals, the
community, and official, semi-official, and unofficial institutions. This
collaborative approach ensures that all relevant stakeholders work
synergistically to mitigate the impact of this perilous phenomenon
and to foster appropriate conduct and support for those affected by it.
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A Brief on
Project Implementation and Supporters:

Due to the multifaceted and comprehensive nature of the topic,
various entities participated in this project, including universities, civil
society organizations, university professors with diverse specializations,
university students, and technology users involved in technology
projects.

Information was actively acquired, analysed, and structured through
an effective project methodology, as outlined below:

1. Six Focused Small Groups: These groups consisted of university
students and graduates, supervised by university professors acting as
facilitators, through which information was collected and discussed.

2. Presentation and Discussion: Key findings from each group were
presented to all other groups, fostering a session of questions and
answers.

3. Initial Structuring and Review: Final information was structured
by the group»s instructors, followed by an initial review.

4. Scientific Review: A specialized committee from the Gender Equality
Studies Centre conducted a scientific review.

5. Final Formulation and Organization: The final content for each
Chapter was formulated and organized.

6. Chapter Sequencing: The axes were arranged in a logical sequence.

7. Development of Introductory and Concluding Sections: The
introduction, conclusion, suggestions, and recommendations were
developed.
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Introduction

The Gender Equality Studies Centre (Women-Men) at the University of
Duhok was established in 2018 as an academic institution. Its primary
objective is to address gender issues, with a focus on objectively
examining Kurdish society to identify obstacles hindering equality
and social justice within various strata and the community. This is
achieved through organizing diverse activities with a specialized
cadre in gender issues and fostering coordination with international
academic centres for the exchange of research expertise on gender-
related topics.

In alignment with the convictions of the Center for Gender Equality
Studies at Duhok University in collaboration with the Department of
Peace and Human Rights Studies - College of Humanities, BWOCD and
NPA, and with the financial sponsorship of the Dutch Netherland'’s
Ministry of Foreign Affairs, and within the framework of the qualitative
project “Technology Trailblazers: Young Women Shaping an Equal
Future,”efforts are directed towards raising awareness in combating
violence, specifically digital violence, and reinforcing womenys rights
within Kurdistan society.

This project was conceived with a distinct approach, titled “Digital
Violence Open Space.” It comprised several seminars involving forty
students from the aforementioned department, supervised by eight
instructors. The discussions centered on six axes pertinent to digital
violence against women in the Kurdistan Region.
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gement, and Solutions



Speech of
Founder & Executive Walaa Musheer Ahmed
Director of (BWOCD) Organization Founder & Executive Director BWOCD

Civil society organizations play a crucial role in raising awareness
among individuals and communities about the many issues that
shape our society. One of the most concerning and growing challenges
today is electronic or technology-facilitated violence. In Iraqg and the
Kurdistan Region, this form of violence increasingly affects women
and girls, threatening their safety, dignity, and participation in both
public and digital spaces.

At Better World Organization for Community Development (BWOCD),
we believe that addressing such violence requires a comprehensive
approach that combines awareness, prevention, response, and advocacy
for stronger protection systems.




UNIVERSITY.OF DUHOK ||

Department of Peace and Human Rights Studies
College of Humanities, University of Duhok

As one of important Department in the College of Humanities, Peace
and Human Rights Studies was established in the academic year
2016-2017.

The primary objective of this department is to produce highly skilled
and well-trained graduates who are capable of working effectively
across various sectors and environments. These graduates are equipped
to contribute to the preservation and enhancement of peace and
coexistence within the Kurdistan Region.

To this end, the department aims to collaborate with public and
private institutions, as well as civil society organizations. This includes
partnering with educational institutions, such as schools, by leveraging
the expertise of graduates equipped with the necessary skills in the
fields of peace and human rights. Furthermore, the department
seeks to engage with official bodies, including those dedicated to
combating violence, and to support civil society organizations through
training, project implementation, research, academic writing, and
the development of publications.




h h i Lecturer.
Speec Of the Director Of Dileen Sardar zuhdi Al-Noori

Gender Equality Studies Center Director of the Center

Research and study centres are recognized as crucial indicators of
institutional advancement for universities and countries. Their primary
functions and responsibilities emphasize the conduct of studies and
research predicated on prior empirical evidence, serving to evaluate
contemporary phenomena. This endeavour aims to proactively mitigate
prospective challenges and formulate effective solutions. The Gender
Equality Studies Centre (encompassing women and men) at the
University of Duhok is dedicated to the assessment and enhancement
of diverse professional domains, facilitating necessary transformative
initiatives to ensure equity and justice between women and men.

Each individual within society possesses a significant role in fostering
equality and justice between (women and men), and further exerts a
potent influence in supporting and empowering community members.
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